SYSTEM ADMINISTRATION

ECS Release 4 Training
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System Administration Topics

System Startup and Shutdown
— ECS Assist & HP Openview

e« Tape Operations: Labeling and Indexing

o System Backup and Re store (full, inc remental)
e System Logs

o User Admi nistration

 New Work station Ins tallation

e Contractor Off-the-Shelf Software (COTS)

e Distributed Computing Environment (DCE)

e Security

o Earth Science Online Directory
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System Startup

Warm Startup

. SOME SUBSYSTEMS MAY BE
RUNNING -- OTHER MAY BE
OFF

— Operator in terven tion

— External malfu nction

Cold Startup

NO SUBSYSTEMS RUNNING { B
— Power failure

— Following system
maintenance

— Power switch OFF?
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Cold Startup Procedure

e Determine existence of following systems:

— DNS Master -- Other License Servers
— NIS Master -- Mail Hub Servers

— Automount Server -- MSS

— DCE Licen se Server -- CIDM Subsystem

— ClearCase Server -- Sybase SQL Servers
— CSS -- DSS

e Turn on power for each one IN ORDER!

« HP OpenView icons turn GREEN when each is
properly booted.
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Cold Startup Boot Order

g = godd ard
e = edc
| = larc

Nn = nsidc

g0css02

DNS Master Server - Mail Server
NIS Master - NFS Server
NETLS License Server
DCE Time Serv er

gO0mss02

Lice nse Server - Clearcase Server
Clearcase VOB Server

g0ins02

- HP OpenView
Sybase Rep Server - ESSM
Sybase SQL Server - PERL5 - MSS Primary DB

All others in any order
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Warm Startup Procedure

7
{ B

Deter mine which server is down.

Determine order in which servers ar e to
be booted.

Deter mine position in hier archy.

Shutdown all servers above the affected
server in hierarchy.

Restart servers in order
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Normal Shutdown

e Turn off power to FULL system

e Turn off power to a component subsystem
e Scheduled by Resource Manager
 Approved by DAAC Manager

e Minimal disruption to system  users

e NO loss of data
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Normal Shutdown Procedure

SA sends broadcast
messages to user s
announcing the
Impending shutdow n

jobs finish
OR long-running
jobs are killed by
the SA.

=

=

SHUT DOWN
SUBSYSTEMS
IN ORDER
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Normal Shutdown Order

All others in any order
gOmshO8

Sybase SQL Server - PERL5 - MSS Primary DB
Sybase Rep Server - ESSM
DCE Time Serv er - HP OpenView

g0mss10

Clearcase VOB Server - 1Q Report Writer
License Server - Clearcase Server

g0css02

NETLS License Server
NIS Master - NFS Server
DNS Master Server - Mail Server
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Emergency Shutdown

e Indications
— System or Subsystem is loc ked up
— Unable to access or man euver through the system
— Impending or actual pow er failure
— Hardware or So ftware failure

« Verify need to shutdown
— Resolve subsystem and user pr oblems fir st
— Shutdow n is a last resort

e Minimize loss of data
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Emergency Shutdown (cont.)

e Type sync and pr ess to [ Retum]
flush buffers - SUN/SGI

machines

Repeat the first step

Type halt on the main
server - HP machines

Shutdown Subsystems
IN ORDER




Extreme Emer gency Shutdown
SUN SYSTEMS ONLY

Van v U
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ECS Assistant

ECS Assistant is a GUI tool devel oped to facili ate management activiti es

ECS is comprised o fthree major components -
EcCoAssist - To star t up and shutdown subs yste m servers
EcCoModemgr - mode manageme nt
EcCoEsdtmgr - database review

ECS Assistant must be run on eac h server where a subs yste m resides -
some of the files that comprise ECS As sistant are architecture specific.

ECS Assistant also has a debugger to help asc ertain wher e a problem may
have occu red.

13
625-CD-004-002



ECS Assistant GUI

—|  ECS ASSISTANT (2.5) <
File Help

mb1 ument
T1ins0
VAaTC

-
=]
w
=
=

Subsystem Manager

ESDT Mahager

Mode Manager

ECS Assistant GUI
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R B B S

ECS Subsystem Mana ger GUI

rﬂ ECS ASSISTANT: Subsystem Manager User: mblument Host: g0ins02 Site: GSFC
File Tools Options ha Latest Info tension: Help
Common Tasks cleanup | database | install| kill| nkedsentry| mkcfg| monitor | package| stageinstall| start |
viewlog | wninstall |
Modes Subsystens Components Applications Executables
Cis
g I e EcMshc (MCI ABc) I EcMsProxyigentipp I EcMsAgSubAgent I
i wr DFF EcMshg (MACT) EctsSubagentipp
e AT Eottstn (CHS)
= EcltsCs (MCL/Cs)
wr DR EcMsDh {ddm_mss_suppo
o 585 EciMsMd (MCT/Md)
EcMsTt (MCI/Tt)
w INGEST EcMsTv (MCI/ Tv)
o 15
~ PLS
wr TOOLRET
New I Refresh | — VGE i £ £
Results
£
Settings Installation Statistics
clearcase view * <NULL> Install Record Entry
Mode . ¢SHARED> Installed hy : 1id=10058 (cmshared) gid=90(
) cmshaced)
Subsystem i {MSS5> Date/Time : 09/29/1998 10:46:30
i g Clearcase wiew : NONE
Source F1]_.e Loc. : <NULL> Lo e
Installation Type : <NULL> Staging Mode . /net/ginss10/dist/IROP4PE,/S |
Installed Subsystems B :
e Installation Type : NONDEW
Perfect Installation Install Wami.ng's. Install Errors Subsystem installed : MSS 7]
|
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ECS Assistant Server Control

ri‘ ECS ASSISTANT: Subsystem Manager User: mhlument Host: glins02 Site: GSFC
File Tools Options Help
Common Tasks cleanup | database | insta start |
viewlog | wninstall |
Modes Subsystems Components Applications utables
i e
K e 3 EcMsagSubhgent S
wr G55 EcMsiq (MECT) EcMsSubagentipp
ol
> cMsCs (HOT /Cs)
w BES EcM=Db (ddm_mss_suppa
< 555 EcMsMd (MCI Md)
EcMsTt (MGI/TE)
e MGEST EcMaTw (MCGI/ Tw)
g f
=k
o FLG
L o oo
New Refresh | Vo 4 £ £
Results
d
Settings Installation Statistics
clearcase view : <NULL> Install Record Entry N
Mode . ¢SHARED> Installed by : u1d=10058 (cmshared) gid=901
: cmshared)
Subsystem 1 <MSS> Date /Time » 09/20,/1998 10:46:30
- . Clearcase view : NONE
Source Fli!.e Loc. : <NULL: o o
Installation Type : <NULL> Staging Made . /net/gimss10/dist /DROPAPE /S
Installed Subsystems L ;
- Installation Type : NONDEV
- Perfect Imstallation Install Warn:i.ng‘s.lnstall Errors Subsystem installed : MSS i
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ECS Assistant Viewlo ¢

> ECS ASSISTANT: Subsystem Manager User: cmshared Host: incagold Site: MINI-DAAC

File Tools Options Feedback Latest Tnfo  Extensions Help

Common Tasks database | install | Jall | nkcdsentry | mkcfy | monitor | package | stageinstall | start |

ecutahles

Fer ;

t  File Components CLS C88 DM 105

> fusilecs/TS1/CUSTOMlogs/EcSbSubS erverD ebug. log

11/04/98 08:56:38: In EcigManager::RecoveryReconnect

11/04/98 08:56:41: In EchgManager: RecoveryReconnect

11/04/98 08:56:43: SEF: Garbage Collector actiwve. Uncollected requests = 0
11/04/98 08:56:43: SEF: Garbage Collector thread sleeping for 60 seconds.
11/04/98 08:56:45: In EcAgManager::RecoveryReconnect

£

o Wiew entire file 49 Continuous update {tail -f _S

Msg: Caught doce error: Inwalid binding {dce / rpc) Priority: 0 Time : 11/04/98 08:55:25 = J
PID : 27276:Msglink :0 meaningfulname :EcagManager::RecoveryReconnect

Msg: Caught doce error: Inwalid binding (dce / rpc) Priority: 0 Time : 11/04/98 08:55:28 £

\=—— |PID : 2TE276:MsgLink :0 meaningfulname :EcAgManager::RecoveryReconnect
Msg: Caught doce error: Inwalid binding (dce / rpc) Priority: 0 Time : 11/04/98 08:55:31
. |PID : 27276:Msqglink :0 meaningfulname :EchgManager: :RecoveryReconnect
Msg: Caught doce error: Inwalid binding {dce / rpc) Priority: 0 Time : 11/04/98 08:55:35 ELL galali K
Moc (PID : 2T7276:Msqlink :0 meaningfulnsme :EcAgManager::RecoveryReconnect gid=60{cmts J

e

Msg: Caught doce error: Inwalid binding (dce / rpc) Priority: 0 Time : 11/04/98 08:55:38
Sub: lpTn” . 27276 MsqLink 0 meaningfulname EcAqManager: :RecoveryReconnect £ B5 - 30

k=l /DROP4PY /5

Find Mext

il

~r View entire file @ Continuous update itail -1
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ECS Assistant Monitor

r'i] ECS ASSISTANT: Subsystem Manager User: mbhlument Host: g0ins02 Site: GSFC 2
File Tools Options Latest Info Help
Common Tagsks cleamp | database | install | kill | nkcdsentry | ke ackage | stageinstall | start |
vievlog | wminstall |
Modes Subsystens Components Applications Executables
CLS
OES S ™ EcMshc (MCI/Ac) EcMsProxyAgentapp _'_\T EcMshgSubigent K
e ~ G55 EcMsag(MACT) EcisSubagentapp
T51 e EcMsCm (CHES)
e N EcMsCs (M0 /Ca)
e BES EcMsDb (ddm_ms=s_suppo
055 EcMsMd (MCI /Md)
EcMsTt (MCI/TL)
o INGEST EcMsTwv (MCI, Tv)
o 155
B ECS Monitor i
tode: SHARED Hostname: gOin502
Subsystem: MSS User ld: mblument S =
Ne|| Component: £ £
= EchsAg
Wed Nov 4 11:29:02 EST 1998 | X
Exit | Update Mow | cdsping all servers... | W Auto Update
SERYER STATUS PID USERID START TIME a
EcHsAgGenProxy P 7481  cmshared 15998711403 0F:35:25 !
EcHzfgSubfgent P 108952 cmshared 1998/11403 07339117
Installation Statistics
clear Install Record Entr -S
Mode by : 1id=10058 {cmshared) gid=90(
Subsy]| : 0972041008 10:46:30
view : NONE
B tion . MODE
Instal de : /net/ginss10/dist/DROPAPE /S
ey —|lon Type : NOWDEW
Pe “|linstalled : MS5 £

R B B S
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CDSPING SERVERS

l LS ASSEETANT: Smbyyndam Muasger User: mblumeni Hask: gl ins B2 % He: GSIC
Fila Tools  dgkions Lakant Inls Halp
Comms Tagks  aliway| Astahiss | fmstall| kill] sh 3| skt ivaw | i | isatall | tan |
Kiosdes e Compeners applications Exesuintles
E' [ | ~ o4 TS | W Wl D el
=98 - OB EcpamgmAL T 3 Lhg
EcabnciHE
o o B FrEata (HGTTe)
ekl gy b
o BPE Bemamd v Tpdl
— EcaaTT MO T,
¥ EcEaT ML Tk
wr WREET
OO
* W
e PE
| ECY Mpniloe
s || w== sHARED Harinara i i
m WSES Lo rebumer
Compe ety il
i W Audn Upids)
ST T
LB by " MR ebered LOEMILAE D7
Er B i e ¥ 1098 pohered  L9R1LATE o7 1T ¥
Irstalation Slatisiles
lmrrass =) Inensdl Beord Eeney IS
PRF T o ey -
Fean s SECINN 10 AR M
5w e
Eedvrpwior :.:E HOLE o
Seuree Filw LLLE] -'m!#-n sy g kNP TN
R Lol el :.:' & Mo
i eawtalled | Eclsdg

e L

r ECE Mopier [odspiag
[p— s Tighm
Frlbg gy Wil 1% lisenieg
Frrgy gt e il g v il 1% liwanieg
Eoluiglapasfnte_oicald palvl el 18 liemaviay
oo T s yiect 0T, o i el 102 i Liwmanisy
Erfyding oot e iyl mrive gkl iw lisfenim
Exrfyiing o dylat e _ol i ool i v glioeil in lisfenim
Erfizio e dulain_ ol | oni . mri v wiogtl in red Jinkering
Ecuflepubylatn_ ol iraid. gafdy plimil Iz lirfening
Echiiglepubfais o iredQ, qalch plimid ix liFteming
Echiiglspuisfais pisarld, calos piemill iz listming
EciriglepuiLain oiplell. cals pipdaill ix liFmsming
Foluiglaaa-Lwte_giapald oalvh phasuis e limaviag
Evavrgland i e gl il el oo el ta lismaniag
Eolurgh esniiipr oyl garh s pacyl e limavisg
Eclurgh et gr_ paaciil, garh & goaciis e limmviag
Erfyiugf uord Mar_ gl o) goi v g gk ell) [EREET T
Exfyingl uord Far_wikinglL, mof e giatl [EREE.T TE
Erlgbugf ot Her_wil i 'L, woF rhae wimafL 1% Lismeni=g
EcoimEuriler, wiodil sof daa wioel 12 red L ishening
Eclrigl saritgr plimil, grfich s plimil ix liFeming
Eclrigl saritgr plimi grfich & plinild ix lifeming
Ectrigh senitgr plenll. prfchs plwarll ixr liftmming
Echoigh ity pipladl, prfch s pipdads ix listming
Eolurgh et gr_ pagdil, garth & plasiis e limsviag
Ecluiglesribpr padoil gafch & gl e limsvisg
EcllufgPeyintry sl gafch s placgil [CRETT At
[ S TR W o g s ir limonis
Exlsbufog | niry sl sF e gk [EREEET T
Exlbgfeg | nlrg skl weF e gl 1% listenimy
[ TR TR BRI TS B T T 1% listeniey
Etrigfegirir, phicgil, prfch.e piticgl im ret Jiztering
EctrigFeginir. plindl. g dem pHimil ir liftmnis
Ecirighegirirg plind gefch e gl ir lifemisg
Exfyinbeyirir. plearll, grich e pisardl ir lirtmnisg
EcluigReginiry pipluld, pofch s piplaild in limevieg
EoyigReyirtry plugds, gafch & plasii in Lirering
EefurgRagintry pasgil, guf e gl i lisenieg
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ECS Assist Lab

setenv DISPLAY (IP address)
setenv ECS_HOME /usr/ecs

cd /tools/common/ea

EcCoAssist &
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HP OpenView

HIP? OPENVIEW
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HP OpenView - Closin g screens

Do NOT use
this button to
close the

Pzrformance  Configurstion  Fault

Q| =

-

198.118.192.11] 198.118.192.6]

EXIT button on

each
subm ap.
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HP OpenView - Hier archy

roOT | Y

Bl

| l iIP Internettf

Service | IP Internet
[ l [ | -y
A0
Mode Service Network t\u&d) I

Subnat 1|

I | | l |
@ l::} Segment Seﬂent
Etc. Etc. Sg@m‘le r'1)t1

1

Nodel Node Nodel Node

O
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ECECER S
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HP OpenView - Submap parts

—

Service

]

Administer

Map Edit Locate Yiew Performance _(<"'_‘“

Menu B ar

t Misc Options

i
Y

Zld 504 Q) o<

h

< Viewing Area [~ >

v

\vATc [Read—Write] < Status Line

Tool Bar

Help

[Auto—Layout] |
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HP OpenView - Toolbar

Display
QUICK
NAVIGATOR

o

Display
ABOUT OVW
dialog box

£

Display
PARENT
submap

CLOSE
current
submap
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HP OpenView - Root map
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A ] R
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HP OpenView - System ser ver
contr ol

B

2 9L 90 00 0 000

=== Bk
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HP Openview Lab

setenv DISPLAY (IP address)
setenv ECS _HOME /usr/ecs

cd /usr/ecs/OPS/COTS/OV/bin

OVW -map XXXX &
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Secur e Shell (ssh)

* Improves Network Security
e Passwords not sent in the clear
e ENncrypts entire session

» sshsetup
* Local Host Setup

e sshrenote
« Remote Hbst Setup

» sshchpass
 Change Pasvord
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Networker Administrator
Main Screen

Elle Chermts  Server  Medla  Sove Set Custombe  Opklons

Recovers: B

Devices

Messages

gsfch go ! = falakall . gsfcb . scs . nasa. gow done

datal sawving to pool ‘Default’ (GSFO51)

Pending:
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Tape Labelin g Procedure

Select
Jukebo x labelin g
and complete the
dialog form.

Load tapes in
cartridge.

36
625-CD-004-002



Tape Labelin g

e Creates a unigue name for each tape
 |dentifies tape to Networker
o Stores list of labels in mem ory (index)

gsfc nasa. 001 S
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Jukebox Labelin g Window
after clickin g LABEL button

File Clients Server hedia Save Set Customize Options

 Turbo/e0

Up sinc
Backups:
Recovers

Devices:

dey /rmt/ombn dlt CEFC47CRD ready done Cfullld
- _' b= 1 i

dlt

Server: gimss07 gsfch.ecs.nasagov
Device: fdev/rmt/Ombn
Starting with:

First slot:

Last slot:

Pool: -~ Default “* Archive Clone < Migration
“~ Default Clone % Migration Clone

“& Archive & rohive Clone

I™ danual recycle

Pending:
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Tape Indexin g

 Networker’s way of identifyin @
each tape’s location in the
jukebox

 Reads each tape’s label and
matches it to the jukebox slot

e Can be time consumin ¢ (2-3
minutes per tape)

 Must be performed after tapes are
added, removed, or chan ged
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Tape Indexin g
After Initial Inventory

Tape Cartridge

Cleaning Tape

SLOT 1 = CLEANING TAPE <
SLOT 2 = GSFCDAAC.001

SLOT 3 = GSFCDAAC.002 » GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 GSFCDAAC.006
SLOT 5 = GSFCDAAC.010
SLOT 6 = GSFCDAAC.352 > GSFCDAAC.010
SLOT 7 = GSFCDAAC.003 » GSFCDAAC.352
SLOT 8 = EROSDAAC.001
SLOT 9 = EROSDAAC.523

GSFCDAAC.001

GSFCDAAC.003

EROSDAAC.001

EROSDAAC.523

empty

empty
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Tape Indexin g
Tapes Chan ged But Not Re-Inventoried

Tape Cartridge

» Cleaning Tape

SLOT 1 = CLEANING TAPE < > GSFCDAAC.001
SLOT 2 = GSFCDAAC.001 <
SLOT 3 = GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 < » GSFCDAAC.006
SLOT 5 = GSFCDAAC.010 < >

» GSFCDAAC.002

GSFCDAAC.010
» EROSDAAC.777

SLOT 6 = GSFCDAAC.352<%«
SLOT 7 = GSFCDAAC.003 <
SLOT 8 = EROSDAAC.001 < > GSFCDAAC.003

> EROSDAAC.001
> EROSDAAC.523

> GSFCDAAC.999
“|* EROSDAAC .888
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Jukebox Mountin ¢
Window

Server: gOmssO7.gsfch.ecs.nasagov
Device: /devw/rmtOmbn

VYolume: -

Slot Yolume Pool % Used
1 GSF357 Defaul © full

Defaul t 1l
Defaul t Full
] ; Full
full
ful
full
Full
ful
1l
Full
Default Full
Default full
Defaul £ ful

F
£
£
F
F
F
F:
F:
E:
F:
£
E:
F:

42
625-CD-004-002



Jukebox Inventory
Window

File Clients Server hedia Save Set Customize Options

 Turbo/e0
Up sinc

Backups:
Recovers

Devices:
dey /rmt/ombn dlt CEFC47CRD ready done Cfullld
1

Server: gOmss07.gsfch.ecs.nasagoy
Device: /dewrmt/Ombn
First Slot:

Last Slot:

Pending:
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Tape Indexin g
After Re-Inventory

Tape Cartridge

» Cleaning Tape

SLOT 1 = CLEANING TAPE < > GSECDAAC.001
SLOT 2 = GSFCDAAC.001 <
SLOT 3 = GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 : » GSFCDAAC.006
SLOT 5 = GSFCDAACOlO >» GSECDAAC.010

» GSFCDAAC.002

SLOT 6 = EROSDAAC.7T7T~=
SLOT 7 = GSFCDAAC.003 < > EROSDAAC.777
SLOT 8 = EROSDAAC.001 < > GSFCDAAC.003

> EROSDAAC.001
> EROSDAAC.523

1> GSFCDAAC.999

-3
EROSDAAC .888
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Jukebox Mountin g Window
after clickin g MOUNT button

File Clients Server hedia Save Set Customize Options

 Turbo/e0
Up sinc
Backups:
Recovers

Server: gOmssi?.gsfch.ecsnasa.gov
Device: /dev/rmt/Ombn

Yolume:

Slot % Used

Cleaning Tape (0 us

Pending: Cil Cancel I Help
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